
WHAT IS GOING ON WITH DATA 
SECURITY?… 

AND… 

CAN YOU ENSURE YOU ARE 
SECURE?



WHO AM I, AND WHY AM I HERE?

• JEREMY STEPAN

• OWNER OF RESURGENCE IT, AN SCV BASED IT MANAGED SERVICE PROVIDER

• HAVE WORKED IN ALL ASPECTS OF IT
• DESKTOP, SERVERS, DATA CENTER, WIRELESS, PHONE SYSTEMS, CLOUD, EMAIL, NETWORK

SECURITY…

• I’M HERE TO EDUCATE AND OFFER INFORMATION TO HELP YOUR BUSINESSES COMPETE IN
AERO SPACE AND COMPLY WITH NIST AND DFARS STANDARDS.



WHAT IS GOING ON WITH DATA SECURITY?

KEY POINTS
• WE HEAR OF THE LARGE COMPANY BREACHES, DO THE SMB’S HAVE THE SAME RISK?

• THERE ARE CHALLENGES WE CAN’T IGNORE

• HOW DID WE GET HERE, AND WHAT DOES THE FUTURE HOLD?

• CAN YOU REALLY ENSURE YOU ARE SECURE?

• WHAT SHOULD YOU BE DOING TO BE SECURE?

• HOW CAN RESURGENCE IT HELP?



WHAT IS GOING ON WITH DATA SECURITY?

KEY POINTS
• WHAT IS NIST 800-171 AND DFARS 7012 AND HOW DO YOU INTERPRET WHAT THEY MEAN?

• THERE ARE CHALLENGES YOU FACE WITH THESE NEW REQUIREMENTS

• WE HEAR OF THE LARGE COMPANY BREACHES, DO THE SMB’S HAVE THE SAME RISK?

• WHAT SHOULD YOU CONFIRM YOUR BUSINESS IT SOLUTION HAS?

• HOW CAN RESURGENCE IT HELP?



WHAT IS GOING ON WITH DATA SECURITY?
WHAT IS NIST 800-171AND DFARS 7012?

• NIST IS THE NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

• DFARS IS THE DEFENSE FEDERAL ACQUISITION REGULATION SUPPLEMENT

• NIST 800-171 PURPOSE IS TO PROVIDE BOTH FEDERAL AND NON-FEDERAL ORGANIZATIONS
WITH A STANDARD OF BEST PRACTICES TO PROTECT CONTROLLED UNCLASSIFIED INFORMATION
OR CUI

• DFARS 7012 IS TITLED: SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER
INCIDENT REPORTING

• DFARS 7012 IS AN ADDENDED SET OF IT REQUIREMENTS FOR GOVERNMENT CONTRACTORS. 
IT CONTAINS A MANDATE TO ABIDE BY THE STANDARDS OF NIST 800-171 BY DECEMBER 31, 
2017



WHAT IS GOING ON WITH DATA SECURITY?
HOW DO YOU INTERPRET NIST 800-171AND DFARS 7012?

• HAVE YOU READ THE ARTICLES?

• 800-171 IS 80 PAGES WITH 14 SECURITY REQUIREMENT FAMILIES YOU ARE RESPONSIBLE FOR

• SOME OF THE “FAMILIES” INCLUDE: ASSESSING, SECURITY, TRAINING STAFF, PROTECTION, AND
MAINTENANCE…

• …AND REPORT ON ANY INCIDENT WHEN YOU FAIL!!

• 84 MOSTLY-TECHNICAL TERMS DEFINED IN THE GLOSSARY!

• YOU CAN CLASSIFY YOUR BUSINESS IN 1 OF 3 STATUS’S ACCORDING TO THE STANDARDS:
• YOU ARE CURRENTLY PROTECTED

• YOU HAVE DEFICIENCIES AND WILL IMPLEMENT NEW SOLUTIONS TO BECOME PROTECTED

• YOU USE ALTERNATIVE METHODS FROM THOSE PRESCRIBED AND ARE ABLE TO PROVE YOU ARE
PROTECTED



WHAT IS GOING ON WITH DATA SECURITY?

THE QUESTIONS YOU SHOULD BE ASKING ARE:
• DO YOU HAVE THE ABILITY TO INTERPRET THE REQUIREMENTS?

• WILL YOU THEN BE ABLE TO ASSESS YOUR ENVIRONMENT APPROPRIATELY?

• DO YOU KNOW THE RIGHT TEAM TO REMEDIATE THE NECESSARY CHANGES?

• HOW MUCH WILL THIS COST YOUR BUSINESS?



WHAT IS GOING ON WITH DATA SECURITY?
THERE ARE CHALLENGES YOU FACE WITH THESE NEW REQUIREMENTS:

• ASSESSMENT MUST BE COMPLETED ASAP
• A TRUSTED PARTNER CAN HELP ACCOMPLISH THIS…

• REMEDIATION CAN BE TIME CONSUMING

• A TRUSTED PARTNER CAN HELP YOU STAY FOCUSED ON YOUR BUSINESS…

• REMEDIATION CAN BE COSTLY

• A TRUSTED PARTNER PROVIDES COST-EFFECTIVE, RESULTS-DRIVEN SOLUTIONS…

• ONGOING VALIDATION MUST BE PART OF THE SOLUTION

• A TRUSTED PARTNER IS ALWAYS THINKING DOWN THE ROAD FOR YOUR BUSINESS…



WHAT IS GOING ON WITH DATA SECURITY?

SHOULD YOU BE CONCERNED AS AN SMB?

• LET’S CHECK SOME FACTS:

• SMB CYBER ATTACKS GREW TO 43% OF ALL BUSINESS ATTACKS IN 2015 SYMANTEC INTERNET SECURITY THREAT

REPORT 2016

• RANSOMWARE-INFECTED EMAILS INCREASED 6000% FROM 2015 TO 2016 IBM SECURITY STUDY

• 40% OF SPAM MESSAGES IN 2016 CONTAINED RANSOMWARE IBM SECURITY STUDY

• 70% OF BUSINESSES IN 2016 PAID THE RANSOM IBM SECURITY STUDY

• 50% PAID MORE THAN $10,000 IBM SECURITY STUDY

• BUSINESS DOWNTIME TYPICALLY 2 DAYS INTERMEDIA AND ABERDEEN GROUP

• DO YOU KNOW WHERE THE TARGET BREACH CAME FROM?



WHAT IS GOING ON WITH DATA SECURITY?
THERE ARE CHALLENGES IN THE AGE OF INFORMATION

• EVERYONE WANTS THEIR DATA ACCESSIBLE ANYWHERE AT ANYTIME

• EMAIL, MOBILE DEVICES, SHARED DATA…

• THERE IS RESISTANCE TO ADOPTING SECURITY BEST PRACTICES

• SLOWS YOU DOWN, CREATES COMPLEXITY IN YOUR DAY TO DAY WORK…

• THE COST CAN BE SIGNIFICANT TO PROTECT YOUR INFORMATION

• PREVENTION IS ALMOST ALWAYS LESS THAN RECOVERY…

• MANY THINK “IT CAN’T HAPPEN TO ME, I’M A SMART USER”
• THE MOST EXPERIENCED, VIGILANT,  END-USERS HAVE BEEN FOOLED…



WHAT IS GOING ON WITH DATA SECURITY?
HOW DID WE GET HERE?
• FIRST REPORTED PERSONAL COMPUTER VIRUS IN 1981 INFECTED APPLE II SYSTEMS

• 1987 WAS THE FIRST REPLICATING VIRUS WHICH INFECTED NETWORKS INTERNATIONALLY

• 1990 NORTON ANTIVIRUS BEGINS RELEASING “ANTIVIRUS” SOFTWARE

• 90’S SAW VIRUS’S INFECT WORD DOCUMENTS, JAVA FILES, LINUX, THROUGH SHAREWARE SITES AND FLOPPY
DRIVES

• 2000’S BROUGHT MORE SOPHISTICATION WITH SOBIG, SLAMMER, AND MYDOOM WHICH FOCUSED PRIMARILY
ON TROJAN HORSE VIRUS’S

• 2010’S HAVE ERUPTED WITH PHISHING SCAMS SUCH AS: HELP ME I’M IN AFRICA, UPS TRACKING EMAILS, AND
BANKING SCAM EMAILS

WHAT DOES THE FUTURE HOLD?
• 2015 SAW 1000 RANSOMWARE ATTACKS PER DAY, 2016 INCREASED TO 4000!! COMPUTER CRIME AND INTELLECTUAL PROPERTY

SECTION THROUGH BARKLY ARTICLE



WHAT IS GOING ON WITH DATA SECURITY?

CAN YOU REALLY ENSURE YOU ARE SECURE?

• YES… HOWEVER…
• IF YOU HAVE A COMPUTER YOU ARE VULNERABLE, SORRY, IT’S TRUE…

• YOU CAN AND SHOULD BE TAKING BASIC PRECAUTIONS

• YOU SHOULD CONSIDER MORE ADVANCED PRECAUTIONS

• ANTIVIRUS SOFTWARE BY ITSELF IS NO LONGER ENOUGH!!



WHAT IS GOING ON WITH DATA SECURITY?
WHAT SHOULD YOU BE DOING TO BE SECURE?
• GET A PURCHASED ANTIVIRUS/ANTIMALWARE SOFTWARE.  FREE DOESN’T CUT IT…
• USE SECURE BUSINESS EMAIL ONLY: HOSTED MICROSOFT EXCHANGE AND OFFICE 365
• YOU MUST ENABLE AN EMAIL SPAM FILTER AND KNOW HOW TO USE IT

• ENSURE YOUR EMAIL SPAM FILTER HAS A URL BLOCKER AND IT’S ENABLED

• SET A COMPLEX PASSWORD: MORE THAN 8 CHARACTERS, DON’T WRITE IT ON A STICKY NOTE J

• TRAIN YOUR STAFF TO BE ALERT: SOFTWARE TRAINING TO TEST YOUR USERS ACUITY TO PHISHING SCAMS

• INVEST IN MULTIPLE LAYERS OF PROTECTION: DESKTOP AV, EMAIL AV, FIREWALL AV AND WEB PROTECTION

• ANNUAL PENETRATION TESTING AND SECURITY AUDIT

• PAY ATTENTION!!!  ARE YOU REALLY EXPECTING A PACKAGE FROM UPS?
• YOU BETTER HAVE A SOLID DISASTER RECOVERY PLAN: 

• BACKUPS: FILE LEVEL, SERVER IMAGE, BOTH LOCAL AND IN THE CLOUD

• WHAT HAPPENS IF YOU GET INFECTED?



WHAT IS GOING ON WITH DATA SECURITY?

WHAT SHOULD YOU CONFIRM YOUR BUSINESS IT SOLUTION HAS?
• A PURCHASED ANTIVIRUS/ANTIMALWARE SOFTWARE.  FREE DOESN’T CUT IT…
• SECURE BUSINESS EMAIL ONLY: HOSTED MICROSOFT EXCHANGE OR OFFICE 365
• THE ABILITY TO SEND ENCRYPTED EMAIL

• THE ABILITY TO STORE, ACCESS FROM ANY DEVICE, AND TRANSFER YOUR DATA SECURELY

• SET A COMPLEX PASSWORD: MORE THAN 8 CHARACTERS, DON’T WRITE IT ON A STICKY NOTE J

• TRAIN YOUR STAFF TO BE ALERT: SOFTWARE TRAINING TO TEST YOUR USERS ACUITY TO PHISHING SCAMS

• INVEST IN MULTIPLE LAYERS OF PROTECTION: DESKTOP AV, EMAIL AV, FIREWALL AV AND WEB PROTECTION

• ANNUAL AND MONTHLY SECURITY TESTING

• YOU BETTER HAVE A SOLID DISASTER RECOVERY PLAN: 
• BACKUPS: FILE LEVEL, SERVER IMAGE, BOTH LOCAL AND IN THE CLOUD

• WHAT HAPPENS IF YOU GET INFECTED?



WHAT IS GOING ON WITH DATA SECURITY?

WHAT IF YOU GET INFECTED?
• TURN OFF YOUR COMPUTER

• CALL YOUR IT SUPPORT IMMEDIATELY

• RECALL THE LAST CLICK YOU MADE BEFORE THE INFECTION



WHAT IS GOING ON WITH DATA SECURITY?

HOW CAN RESURGENCE IT HELP?
• WE HAVE THE BASIC SOLUTIONS COVERED: MANAGED ANTIVIRUS, SECURE EMAIL, ENCRYPTED

EMAIL, URL PROTECTION, BACKUP SOLUTIONS…

• WE HAVE THE ADVANCED SOLUTIONS COVERED: FIREWALLS, SECURITY AUDITS, PENETRATION
TESTING

• HTTPS://RESURGENCEIT.COM/SECURITY-MANAGEMENT

• WE HAVE PARTNERSHIPS WITH INDUSTRY LEADING SECURITY AUDIT COMPANIES

• THE PRIMARY BEING PREVALENT HTTPS://WWW.PREVALENT.NET/DATUMSEC/

• CYBER SECURITY INSURANCE IS GROWING IN POPULARITY: A LOCAL PROVIDER, LBW 
INSURANCE IS THE MOST KNOWLEDGEABLE IN THIS ARENA HTTP://WWW.LBWINSURANCE.COM

• RESURGENCE IT CAN GIVE YOU A SECOND OPINION ON WHAT YOU ARE DOING





WHAT WOULD IT COST YOUR BUSINESS IF
YOU LOST YOUR GOVERNMENT

CONTRACT?


